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Today’s objective
The challenges of TPP identity and regulatory checking for PSD2 open
banking
Are eIDAS certificates enough?
What can ASPSPs use eIDAS certificates for and how to check them?
Can an ASPSP just use the EBA database?
National Competent Authority databases, are these the solution?
How to ensure ASPSPs never give data to an unregulated TPP
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About us
A RegTech company to support ASPSPs in delivering PSD2 open banking compliance
Offices in the UK in Reading and London
Highly experienced leadership team
Focused on significant open banking opportunity across Europe whilst the broader
global open banking market develops
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PSD2 Open Banking

What is PSD2 open banking?
The Second Payment Services Directive (EU) 2015/2366 (PSD2) was implemented by
member states by 13 January 2018
Commission Delegated Regulation (EU) 2018/389 on Regulatory Technical Standards
for Strong Customer Authentication and Common and Secure open standards of
Communication (RTS for SCA & CSC) applies from 14 September 2019
Draft Regulatory Technical Standards setting technical requirements on development,
operation and maintenance of the European Banking Authority (EBA) electronic central
register and on access to the information contained therein, under Article 15(4) of
Directive (EU) 2015/2366 (PSD2)
and
Draft Implementing Technical Standards (ITS) on the details and structure of the
information entered by national competent authorities (NCAs) in their public registers
and notified to the EBA under Article 15(5) of Directive (EU) 2015/2366 (PSD2)
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What does PSD2 open banking mean to us?
Customers or Payment Service Users (PSUs) have a legal right to use payment
initiation services and account information services provided by Third Party Providers
(TPPs) with respect to certain payment accounts
So “account servicing payment service providers” (ASPSPs) must allow TPPs access to
these payment accounts (with the customer’s consent) through either their customerfacing interface (as modified) or a “dedicated interface” (e.g. API (Application
Programming Interface))
ASPSPs can be banks, building societies, and non-bank account providers such as
payment institutions and e-money institutions
PISPs (Payment Initiation Service Providers), AISPs (Account Information Service
providers) and CBPIIs (Card Based Payment Instrument Issuers) are all referred to as
TPPs
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What payment accounts are covered?
PSD2 open banking applies to ‘payment accounts accessible online’
Under the original Payment Services Directive it qualifies a 'payment account’ as:
“an account held in the name of one or more payment service users which is used
for the execution of payment transactions”
“Accessible online” is not defined. Generally understood as online banking. It partly
depends on what the customer can do with that account online (e.g. view-only or
transactional)
This means it covers:
Bank current and payment accounts
Reloadable prepaid card accounts
Credit card accounts
E-wallet accounts
Source: https://ec.europa.eu/info/business-economy-euro/banking-and-finance/consumer-finance-and-payments/paymentservices_en
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PSD2 open banking players
1.

PSU requests TPP to
access data from
ASPSP via API or
modified on-line
interface

2.

ASPSP needs to
validate the identity
of the TPP and
establish a secure
communications
channel

3.

ASPSP needs to
check the regulated
status of the TPP

4.

ASPSP needs to
perform Strong
Customer
Authentication (SCA)
to authenticate the
PSU

ASPSPs

API

TPPs

PSUs
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Timings are mandatory, there is officially no wiggle room
Regulatory Technical Standard published in OJEU March 2018
Based on this the timings are:
March 14th 2019

FI’s must have platforms available for external testing

Sept. 14th 2019

FIs must go live or face the risk of fines from regulators
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EBA also clear:
• “Ignorance of them can of course not be used to justify non-compliance”
• “Non-compliance amounts to a breach of law, with the resultant consequences for
the legal entity”
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Behind the scenes
eIDAS
Qualified
Trust Service
Providers

5.

ASPSP validates
TPP’s eIDAS
certificate via QTSP
to confirm identity
of the TPP and
Home National
Competent
Authority (NCA)

6.

ASPSP checks with
Home NCA that
TPP is registered or
authorised

7.

ASPSP processes
transaction as
appropriate to
PSD2 API schema

ASPSPs

API

TPPs

PSUs
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EBA List of Competent Authorities

https://eba.europa.eu/supervisory-convergence/supervisory-disclosure/competent-authorities

13

Polish Competent Authority

https://www.knf.gov.pl/podmioty/Rejestry_i_Ewidencje
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Typical NCA registers
Credit Institutions
Payment Institutions
Exempt Payment Institutions
Electronic Money Institutions
Exempt Electronic Money Institutions
Account Information Service Providers
Agents
Institutions that are allowed under national lay to provide payment services
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Example NCA register list (France)
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Typical data held in the NCA registers
Type of PSP
Name of PSP
Commercial name
Address of head office in home member state
National identification number
National competent authority
Payment services provided in home member state
Authorisation status
Date of authorisation
Date of withdrawal
“Passported” services to other host member states
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European List of Trusted Lists (LOTL)
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https://webgate.ec.europa.eu/tl-browser/#/

Trusted Service Providers in Poland
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https://webgate.ec.europa.eu/tl-browser/#/tl/PL

QTSPs that have stated that they will be issuing
PSD2 compliant certificates
Actalis - Italy
Aruba - Italy
BDR (DTrust) - Germany
BuyPass - Norway
CertSign - Romania
GlobalSign – Belgium/UK
Harica - Greece
InfoCert - Italy
Microsec - Hungary
MultiCert - Portugal
QuoVadis - Australia/New Zealand, Belgium, Bermuda, Germany,
Holland, Switzerland, United Kingdom
Swisscom – Switzerland
And we expect more to appear over the coming months
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Example QTSP issuing PSD2 eIDAS certificates
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https://www.bundesdruckerei.de/en/PSD2

The Challenges of TPP Identity and
Regulatory Checking

The Challenges of TPP Identity and Regulatory Checking
5 minutes group discussion
What do you believe the challenges are for ASPSPs in terms of
TPP Identity and Regulatory checking so as to comply with PSD2
open banking?
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Many steps are involved and trust has to be established
At first contact…
1.

End user requests TPP to
access data from ASPSPs

2.

ASPSP validates identity of
TPP using its eIDAS
certificate to establish
secure communication
channel

3.

Subsequently…
5.

6.

ASPSP collects end user
consents from TPP
7.

4.

ASPSP performs Strong
Customer Authentication
(SCA) to authenticate end
user

ASPSP validates TPP
eIDAS certificate via QTSP
to confirm identity of TPP
and associated National
Competent Authority
(NCA)

1.

TPP requests access to
end user account(s) from
ASPSP

2.

ASPSP checks with the
NCA that the TPP is
registered or authorised

ASPSP validates TPP
eIDAS certificate via QTSP
to confirm identity of TPP
and associated NCA

3.

ASPSP processes
transaction as appropriate
to PSD2 API schema

ASPSP checks with the
NCA that the TPP is
registered or authorised

4.

ASPSP validates Access
Token checking that the
end user has not revoked
consent

…and every time, the ASPSP needs to know it is dealing with a properly
authorised / regulated TPP…
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What does this mean in reality

eIDAS Qualified Trust
Service Providers
100 QTSPs*
73 QTSPs* that issues
eIDAS Seal Certificates

TPP Registers

ASPSPs

EBA Central Register
31 EEA NCAs

API

TPPs

PSUs
* EU Commission List of Trusted List (LOTL): https://ec.europa.eu/cefdigital/wiki/display/CEFDIGITAL/List+of+Trusted+Lists
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The Problem
ASPSPs must only provide data to registered or
authorised TPPs no matter how they access

How can ASPSPs tell if a TPP is registered?

EBA
Register

31 National
Competent
Authorities (NCA)

70+ Qualified
Trust Service
Providers (eIDAS)

Numerous
PSD2 Schema

An ASPSP needs to reference
100+ Databases, many not real time nor
machine readable
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eIDAS certificates

Checking identity using eIDAS
The use of Qualified Certificates in PSD2 ensures independent, government
assured trust in the identity of the communicating parties; enables a secure channel
to be established between the authenticated parties; and provides legally assured
evidence of transaction data
ASPSPs and TPPs will use eIDAS Qualified Website Authentication Certificates
(QWACs) for mutual identification and authentication during the process of
establishing a secure communications channel using TLS (Transaction Layer
Security)

TPP Website certificate used to:
Authenticate TPP

ASPSP website certificate used to:
Authenticate ASPSP
Set up secure channel
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Checking identity using eIDAS
ASPSPs and TPPs will use eIDAS Qualified Certificates for Seals (QSealCs) to
ensure the integrity and proof of origin of PSU account and payment initiation data
The confidentiality of the data is provide by the encrypted TLS session

TPP seal certificate used for:
Integrity and proof of origin
of data from the TPP

ASPSP seal certificate use for:
Integrity and proof of origin of
data from the ASPSP
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The role of eIDAS certificates
To meet the RTS these certificates must contain the following PSD2 data:
The authorisation number of the TPP
Available in the Public Registers of the National Competent Authorities

The role of the TPP, which may be one or more of the following:
1.
2.
3.
4.

Account servicing
Payment initiation
Account information
Issuing of card-based payment instruments

The name of the National Competent Authority where the TPP is registered
As well as the usual Qualified Certificate information such as:
Name of certificate owner
Name of the Qualified Trust Service Provider (QTSP)
Validity period, start and end dates
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eIDAS Certificate Format
PSP name
PSP authorization number
QTSP
Serial number
PSP public key
Signature
PSP roles
NCA name

Black = X.509 standard, Red = PSD2 extension
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Do eIDAS certificates cover all the checking required?
Although QWACs and QSealCs provide secure identity mechanisms required by
the RTS for SCA and CSC they do not provide the regulatory check needed to
ensure that the TPP is authorised or registered
In addition, the security and assurance that an ASPSP needs to accept a PSD2
transaction with a TPP across its API, is that it needs to know, in real-time, that:
The TPP is still regulated by its National Competent Authority
It is still approved to perform the role which is consistent with its API request
The consents the TPP received from the PSU are still valid, and have not been revoked by
the PSU
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Financial Institution
Obligations and Options

ASPSPs must implement a dedicated interface
An API

OR

An alternative interface
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ASPSPs providing an API must offer more than just the API
ASPSPs are required to put in place a ‘fall-back mechanism’ in the event of a
failure of their PSD2 API
This means access through the on-line interface(s) the customer has with the ASPSP

Unless the ASPSP gains an ‘exemption certificate’
Exemption certificates are issued by the NCA in consultation with the EBA

TPPs must be able to access an ASPSPs fall-back mechanism if their API is
unavailable for 5 consecutive request that have not been replied to within 30
seconds
As one NCA has stated:
•
•

“We would encourage ASPSPs seeking exemption not to wait until this (sic March 14 2019)
date to make these available. Stress testing will also need to be carried out by the ASPSP”
“The RTS does not allow us to grant a partial exemption. We will provide opportunities for
ASPSPs to engage with us before submission of the exemption request. We also
encourage timely requests for exemption as we will need time to make an exemption
assessment”
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ASPSPs choosing not to offer an API have additional actions
The ASPSP can choose to provide access via the interfaces used for
authentication and communication with the ASPSP’s customers
However, the ‘modified customer interface’ must meet the requirements of the RTS
for SCA and CSC
This includes, but is not limited to:
1. TPPs using the dedicated interface can be identified, using eIDAS certificates,
and checked for status
2. The communications channel is secured
3. The TPP can only access, store or process data the consumer has consented to
4. The data the TPP accesses is logged and, if requested, made available to the
relevant NCA
5. The ASPSP can, upon request, justify to its NCA the use of the modified user
interface rather than an API
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Is it a PSU’s responsibility to ensure that a TPP is regulated to
provide the services?
PSD2 clearly states that the ‘payer’ has the right to make use of payment initiation and
account information services
And that these providers (TPPs) have to be regulated to provide the services
ASPSPs are not permitted to provide PSU account information to unregulated thirdparties
Thus it is very much the responsibility of the ASPSP
Failure by the ASPSPs to properly identify and check the regulatory status of the TPP
could result in the risk of unauthorised transactions, leading to:
Subsequent claims under PSD2
Unauthorised data sharing and subsequent claims under GDPR
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The Need for Real Time Data Checking

eIDAS certificates validate TPP identity only
eIDAS certificates allow for validation of TPP
However, the certificate is only “true” when it was issued
The eIDAS certificate, with its PSD2 extended data fields, provides a unique
identification number for the PSP, its roles and the name of the Home Member
State National Competent Authority that regulates it
QTSPs do not have a legal obligation under PSD2, during the certificate’s duration,
to check if the TPPs regulatory status has changed

39

Is the EBA Register the solution?
Final Report on Draft RTS setting technical requirements on development, operation
and maintenance of the electronic central register and on access to the information
contained therein, under Article 15(4) of Directive (EU) 2015/2366 (PSD2), and Draft
Implementing Technical Standards on the details and structure of the information
entered by competent authorities in their public registers and notified to the EBA under
Article 15(5) of Directive (EU) 2015/2366 (PSD2)
During the development of the CP, the EBA considered but disregarded the possibility of
introducing a functionality in the EBA Register which would allow external applications to
communicate automatically with the EBA Register
The EBA considered this ‘machine-readable’ functionality to be too costly for the EBA to develop
and implement
The EBA re-assessed the case for and against the development of an API and decided it would
result in a significant increase in the implementation and operational costs for the EBA and could
also delay the development of the EBA Register
Requested functionality is not directly linked to the objectives of PSD2 related to the EBA
Register in accordance with recital 42 of PSD2: increasing transparency, ensuring a high level of
consumer protection and facilitating cooperation between the home and host competent
authorities
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The EBA register is not the solution to the problem
EBA Register is not:
Machine readable
Real-time

In addition, the EBA Register is only:
Available twice a day for downloading
Updated in many cases only once a day with NCA updates

Further, the EBA Register does not:
Contain details of Credit Institution that can offer TPP services
Hold details of QTSPs and eIDAS certificates
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Are NCA registers the solution?
National Competent Authority databases are generally not machine readable
31 National Competent Authorities with different look, feel and information being
provided
Not all National Competent Authorities publish “Inward Passporting EEA Authorised
Firms”
Where National Competent Authorities do publish “Inward Passporting EEA
Authorised Firms” they do not always indicate which Home Member State they
passported in from or what payment services they are authorised to provide
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Therefore . . .
eIDAS certificates prove who a TPP is
But not if they are still approved by the National Competent Authority, at the time of
usage

European Banking Authority holds a list of all EEA regulated/authorised entities
But it is not real-time nor machine readable

National Competent Authorities hold a national list of regulated/authorised entities
But are not in a standard or machine-readable form
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Konsentus Services

The Konsentus solution:
ASPSPs can integrate to the complete solution - or single elements
Real time eIDAS checking
Monitoring of all NCAs for updates
Access token issuance
Immutable Audit

eIDAS
Certificate
Checking
TPP
Regulatory
Checking

Consent &
Preference
Management

Immutable Audit
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MI for Fraud Prevention
Payments
Traditional rule based fraud engines have often been designed around card
payments
PSD2 open banking creates new ways to execute push payments
Access to Data
PSD2 open banking enables a new type of fraudster around data access
Konsentus Response
Kosentus will make MI data available for passing into fraud engines to handle these
new types of activity
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Konsentus the TPP regulatory checking solution

No relationship with TPPs
Only integrate to ASPSPs

ASPSPs

API

eIDAS
Qualified
Trust Service
Providers

TPPs

PSUs
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So the Options for ASPSPs
Option 1 – API solution
1. API interface, live for six months prior to externally going live
2. Exemption certificate from NCA or fallback option
3. SCA solution
4. TPP regulatory checking
5. eIDAS Certificate checking if operating in Europe
6. Access token issuance (including token duration e.g. 90 days)
7. Management of Consents by PSU
Option 2 – Dedicated interface: Not API
I. 4,5,6 also need to be done from above to deliver
II.

Take the necessary measures to ensure that TPPs only access, store or process
data the consumer has consented to
III. Log the data the TPPs access and make it available to the relevant NCA if
requested
IV. Justify to the NCA, upon request, the use of the interface

Solution
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Konsentus provides a unique service
A full identity & regulatory checking
service:

Konsentus

Gathering data from 31 NCAs
& EBA register
1 hour SLA on registry
updates

ASPSPs

Connecting to over 70+
QTSPs
Supporting all PSD2 schema

API

eIDAS
Qualified
Trust
Service
Providers

Delivered as a SaaS solution
Fully scalable - micro
services architecture
Using a RESTful API

TPPs

PSUs
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Konsentus Demo

Konsentus manages the complexity
How Konsentus works…

People
use TPP
services

TPP
requests
data or
initiates
payments

ASPSP
requests
Konsentus
to check
its data

Konsentus is built on robust and secure AWS infrastructure
Micro-service architecture enables service to scale and maintain availability
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Konsentus Offer

Why Konsentus was created
No contract between TPP and ASPSP

Article 66: Rules on access to payment
account in the case of payment initiation
services

ASPSPs are not allowed to check PSU
explicit consents

Article 67: Rules on access to and use of
payment account information in the case of
account information services

TPPs are regulated by NCAs and can
passport to other countries
ASPSPs must provide dedicated interface
ASPSPs are not allowed to deny access to
regulated TPPs
Requirement for
transaction types

traceability

of

all

Article 98: Regulatory technical standards on
authentication and communication
RTS for common and secure open standards of
communication for the purpose of identification,
authentication, notification, and information, as
well as for the implementation of security
measures, between account servicing payment
service providers, payment initiation service
providers, account information service
providers, payers, payees and other payment
service providers.
Commission Delegated Regulation (EU) 2018/389
of 27 November 2017
Article 29: Traceability: Payment service
providers shall have processes in place which
ensure that all payment transactions and other
interactions with the payment services user, with
other payment service providers and with other
entities, including merchants, in the context of
the provision of the payment service are
traceable, ensuring knowledge ex post of all
events relevant to the electronic transaction in
all the various stages.
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1. Konsentus is the only secure SaaS platform that
provides online, real-time open banking regulatory
checking services:
Risk Management – provides the most up to date
information on TPP regulatory status, thus

Why use
Konsentus

reducing the ASPSPs risk of providing data to
unregulated third-parties
Identity Management – validate the identity of
TPPs ensuring fraudulent TPPs cannot access
ASPSPs APIs
Consent Management – Tokenisation services to
meet the requirements of PSD2 schema use cases
Immutable Audit – provides ASPSP with a system
of record of all activity and actions that can be
presented to a regulator if a dispute arises
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2. Removal of complexity – integration of RESTful
APIs to deliver the above services, thus reducing
significant costs for ASPSPs to integrate to multiple
regulatory and eIDAS databases

Why use
Konsentus

3. Speed of implementation - dedicated SaaS solution
that can be quickly and easily deployed
4. Performance - service has been built to be deployed
in a cloud based, micro services architecture to
provide scalability, throughput and elasticity
5. Reliability – resilient system design to underpin
maximum availability and fault tolerant, live-live
distributed architecture
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Available now for ASPSPs
Swagger documentation
Sandbox
Production environment
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What were today’s objectives?
The challenges of TPP identity and regulatory checking for PSD2 open
banking
Are eIDAS certificates enough?
What can ASPSPs use eIDAS certificates for and how to check them?
Can an ASPSP just use the EBA database?
National Competent Authority databases, are these the solution?
How to ensure ASPSPs never give data to an unregulated TPP
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Thank You
Any Questions

Brendan Jones
+ 44 7785 388867
brendan.jones@konsentus.com

Paul Meadowcroft
+44 7340 003217
paul.meadowcroft@konsentus.com
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